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Distributed System: Blockchain

Consensus

A digital
database or
ledger that is
distributed
among the nodes
of a peer-to-peer
network.




ssem Distributed System: Blockchain

GENESIS BLOCK

Data: Data: Data:
Prev. Hash: 000000000 Prev. Hash: 033DFA457) Prev. Hash: 4D65E1F05
Hash: 033DFA457 Hash: 4D65E1F05 Hash: 7354AEB3F

Blocks are cryptographically linked together. Blockchains are collection
of blocks. A block 1s a collection of all the transactions with a
cryptographic hash of the previous block.




s Problematic

Maximal Extractable Value “MEV”

What is MEV ?

The Additional profit that participants in the blockchain ecosystem can

extract through technically legitimate but potentially [HEIICIONSIEIGHONS-




Logic Reasoning to analyse malicious scenarios

Formal Verification
*Ensuring integrity checks smart contracts to confirm they execute exactly as
intended.

Model Checking
*Verifying Consistency: Model checking simulates all possible states of smart
contracts and blockchain protocols to ensure they behave correctly.
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MEYV Example: Bet Contract
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DEPLOYMENT OF A SMART CONTRACT

Interface LTSS : ) modules
(ABI) :

acts as an

' : i interface
Application Mt i |o between
Binary A N program :

1/ SPDX-License-ldentifier: MIT
pragma solidity ~0.8.7;

contract MyContract{

string message="Hello Ethereum®;
function getMessage()public view

returns(string memory){
return message; ) e
}
function memory _ . 9 J

Solidity Compiler

»®
|

public{ \_ )
message=_message;

n

Smart

Bytecode -
Smart Contract

contract

Smart Contracts are immutable computer programs
that run on the decentralized Ethereum world computer. Betiation

Contract Deployment
T -

-
from:
data:

Ethereum user =

(Externally Owned ————
Account) Contract Address |

0x7EF2e0048f5ShAeDe046f6BF797943daF4EDSCB47

O-O-TF
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MEYV Example: Bet Contract
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MEYV Example: Bet Contract

1336

DEPOSIT

WITHDRAW

GetRate ()

RateT[(H)

AFFECTED
BY

SetRate
(newRate)
OWNER

DEPOSIT

BetWallet (L)

GetRate (T)

RatcTi (H)

AFFECTED
BY

AmmWallet (H)

&
o
w
o
o
o
[ve
o
-

Swap (x:T,)

AddLiquidity
(x:T,, y:Tl)




MEYV Example: Bet Contract

Initial state:

Adversary
Wallet AMM wallet
1 I AMM Exchange Rate (ETH) = % =1(T)

S =M[310: ETH] 1@600: ETH, 600: T/ Pblocknum=n—k | ---

A =Bet[10:ETH, tok = wner = A,deadline = n]

l Fixed Bet Rate =2

Bet Wallet




sy MEV Example: Bet Contract

attack scenario

M:Bet .bet(? 10:ETH)
5

514 > M[300: ETH] | AMM[600: ETH, 600: T] | Bet[20: ETH, - - - |

e U, [M[200: T] | AMM[900: ETH, 400: T] | Bet[20: ETH, - - -]

MEV :Front-running Transaction 900
AMM Exchange Rate (ETH) = 200 > Fixed Bet Rate =2

et winl), 200: T] | AMM[900: ETH, 400: T| |

g U0, M[320: ETH] | AMM[600: ETH, 600: T] | Bet[0: ETH, - - -]




@ MELEYV Vulnerabilities
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Our aim

Detect | IBEAEE| Analyze

Identify and mitigate MEV vulnerabilities within the instructions of smart

contracts in the decentralized finance ecosystem.

—> Formal Verification methods




State of the art

Adversary perspective: Secure if the global MEV does not significantly increase.

Global MEV MEV(S) = max {gainAdv (S,%) ‘K EK (AdV)*}

A interacts safely with S & MEV (S|A) < (1 + &) MEV(S)

(¢ — composability, see Clockwork Finance bt Babel, Daian, Kelkar, Juels)

Contract perspective: Secure if being in a composition does not cause loss.

Local MEV MEV(S,A) = max{lossA (5, %) ‘g = K(Adv)*}

S does not interfere with the new contract Aif: MEV (S| A,A) = MEV, (S| A,A)

(DeFi composability as MEV non — interference Bartoletti, Marchesin, Roberto )




Noninterference

Noninterference aims to capture unwanted information flows in multi-level systems.
The notion of confidentiality: High and low levels.

A flow of information from high to low could represent the public disclosure of private data.
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&Y Generalized Unwinding Condition W(=, R, =)

Contract perspective in Computational framework: (F,{) }igr,l (G,p) ~» (end,q’)
v' formalizing noninterference through unwinding I I
conditions to analyze MEV. T=y o = p’
v" Guarantees that any reachable state resulting from I I
high-level interactions still maintains (F.m) =~ - ~>  (end, p’)
indistinguishability with respect to low-level A pictorial representation of the unwinding
: condition
observations.

(Paper DLT2024: Noninterference Analysis for Smart Contracts: Would you Bet on it Samia G, Carla P, Sabina )



Information Flow

attack scenario: Interference from High level to Low level

HIGH level

action

M:Bet.bet(? IO:ETH)\

S| A ,
5AMM. swap(? 300:ETH,0).

4

M:Bet .win()\

M:AMM.swap([’ QOO:T,O)\

LOW level
[ <—
action

M

M

M[300: ETH] | AMM[600: ETH, 600: T| | Bet [20: ETH, - - - |

LOW level
200: T] | AMM[900: ETH, 400: T] | Bet[20: ETH, - - - |

20: ETH, 200: T] | EMM[O00SETHIZ003E] | B&t[0:ETH; =

M[320: ETH| | AMM[600: ETH, 600: T| | Bet[0: ETH, - - - |

HIGH level
variable
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e Operational Semantics: Concurrent Imperative Language

Program BET
while (Deadline > BlockNum) do

await (Player = ‘NULL’ A PotBet #0 ) do
skip
if (PotBet = BetWallet) then
Player := SenderBet;
PlayerWalletEther : = PlayerWalletEther — PotBet;
BetWallet := BetWallet + PotBet
else
PotBet := 0;
SenderBet := 0

1:
2
3
4
5:
6
7
8
9

Program WiIN
while (Deadline > BlockNum) do
await ( SenderWin = Player ) do
skip
if (BetRate < AmmRateEther) then
PlayerWalletEther := PlayerWalletEther + BetWallet;
BetWallet :=0
else
. SenderWin := ‘NULL’




e Operational Semantics: Concurrent Imperative Language

Program Swap
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else if (TokenToSwap = ‘T2’ ) then
Y := AmountToSwap * AmmRateT1;
if (Y < AmmWalletT1) then
AmmWalletT2 := AmmWalletT2 + AmountToSwap;

PN
AmmWalletT1 := AmmWalletT2’
ZEROAMM
else
ZEROAMM

e 1: Program GETRATE
while true do .
2 while true do
awasilt(i(l;ﬁmountToSwap #0 A TokenToSwap #' NULL’ ) do 3 await (T #NULL’) do
K := AmmWalletT1 * AmmWalletT2 N TS 'Is'k—ll?Tl’ th
if (TokenToSwap = “T1’) then > if ( A— R')t Tle l.l_ AmmWalletT1
Y := AmountToSwap * AmmRateT2; ) mm‘ ate , T AmmWalletT2’
if (Y < AmmWalletT2) then 7 T. = NI{LL’
AmmWalletT1 := AmmWalletT1 + AmountToSwap; 8 else if (T = "T2") th?\lxlmn\\"-lllet’l’lz
e K ; ¢ = L .
AmmWalletT2 := ——=——r; ’ Amml} 1teT2’ AmmWalletT1’
ZEROAMM 10: T := "NULL
else 11: else
. ZEROAMM 122 . | | T:=‘NULL



e Operational Semantics: Concurrent Imperative Language

» Bet Contract € W (=, R, =)
Bet & Amm = co Bet_Contract | Amm_Contract oc

(Bet & Amm, o)
l

... % execution of Swap _

)
(Bet&Amm', o [AmmW alletEther /900, AmmW alletT2/400] )
)

... % execution of GateRate
\)

(Bet, o [AmmW alletEther /900, AmmW alletT2 /400, AmmRateEther /2.25] )
)

. % execution of Win (LOW level'action)

l
(end, o [AmmW alletEther /900, AmmW alletT2 /400, AmmRateEther /2.2%, BetW allet/0]))
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(Bet & Amm, o)
l

. % execution of Win  (LOWIIEVENaetion)
l

(Amm, o [SenderWin/‘NULL’)
\)
... % execution of GateRate

\)
(end, o [SenderWin/'NULL', AmmW alletEther /600, AmmW alletT2/600\BetWallet/10]

v" Identify the precise instructions and variables within the code that could potentially lead to information flows.

v" Identify the specific dependencies of the contract that require deeper analysis.
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Future Work

v Conducting in-depth investigations into the relationships between
unwinding conditions and MEV and applying this method to analyze
other case studies involving MEV attacks.

v’ Define this framework on fragments of languages for smart contracts,
such as solidity.

v Model blockchain problem using program logic

v Machine Learning for MEV vulnerability detection in Ethereum smart
contracts




Unwinding conditions for security in imperative languages

(@,0) > n ace
(skip,o0) — iy (end, o) (X :=a, o) 5 (end, o[ X /n])
(o) S B) (B.0) 5 (end. )
(Py; Py,0) = (P; Py,0”) (Py; Py, 0) = (P, 0")
(b,0)— true b e (b, o0)— false b e
€ €
(if(b) {Py} else {P,}.0) — (P, 0) (if(b) {Py} else {P,}.0) > (P;,0)
(b, 0')—> true b e (b, o)— false b e
€ €
(while(b) {P},0) — (P while(b) {P},0) (while(b) {P}, o) 5 (end, o)
(b,o)— true (S, 0') 5 > (end, o ) bee (b, 0')—> false b
(await(b) {S}, 0') (end o) 1 (await(b) {S},0) — (awalt(b) {S},0) ‘
(P,0) > (P,0")
(co Py|...|P]...|P, oc,0o) 5 (co Py|...|P/|...|P, oc,c”) (co end|...|end]|...|end oc, 0) (end o)

(Compositional Information Flow Security for Concurrent Programs Annalisa, Carla, Sabina,)
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